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NO.1 While configuring a guest solution, the customer is requesting that guest user receive accessfor
four hours from their first login.Which Guest Account Expiration would you select?

A. expire_after

B. expire_ postlogin
C. do_expire

D. expire_time
Answer: A

NO.2 Refer to the exhibit:

Error Code; 715
Error Category: Authentication falure
Error Messags: TLS session error
Alerts for this Request
RADIUS Cannot connect to QCER sarver pS0-t07-cpl
EAP-TLS: fatal alert by server - internal error
TLE Handshake faled in/S5L_read with error: 20064066: 810 routines BIO._get_host ipibad

hostname lookup
gap-tis: Error in establishing TLS seszion

A customer has configured Onboard in a cluster. After the Primary server's failure, the BYOD devices
fail to connect to the network. What would you do to troubleshoot?

A. Verify

the OSCP URL under TLS authentication method is mapped to
http://localhost/guestmdps_ocsp.php/2

B. Check if a DNS entry is available for the ClearPass hostname in the certificate, resolvable from the
DNS server assigned to the client

C. Check EAP certificate on the secondary node is issued by the same common root Certificate
Authority (CA)

D. Reboot the active ClearPass server and reconnect the client to the SSID by selecting the correct
certificate when prompted

Answer: D
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NO.3 You are deploying ClearPass Policy Manager with Guest functionality for a customer
withmultiple Aruba Networks Mobility Controllers The customer wants to avoid SSL errors during
guest access but due to company security policy cannot use a wildcard certificate on ClearPass or the
Controllers.

What is the most efficient way to configure the customers guest solution? (Select two.)
A. Build one Web Login page with vendor settings for controller {company domain)

B. Build multiple Web Login pages with vendor settings configured for each controller
C. Install multiple public certificates with a different Common Name on each controller

D. Install the same public certificate on all Controllers with the common name "“controller {company
domain}"

Answer: B,D

NO.4 There is an Aruba Controller configured to send Guest AAA requests to ClearPass. If the
customer would like the most effective way to ensure the lowest license usage counts, how should
the controller be configured?

A. Aruba Controller will send stop messages if RADIUS Accounting Server Group is defined in the
authentication profile.

B. Aruba Controller will send stop messages only if both accounting and interim accounting are
enabled.

C. Aruba Controller will send stop messages only if EAP termination and Interim accounting are
enabled.

D. Configure EAP Termination on the Aruba Controller and the client will send a stop message.
Answer: D

NO.5 Refer to the exhibit:
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A customer has configured the Aruba Controller for administrative authentication using ClearPass as
a TACACS server. During testing, the read-only user is getting the root access role. What could be a
possible reason for this behavior? (Select two.)

A. The Controllers Admin Authentication Options Default role is mapped to toot.

B. The Controller Server Group Match Rules are changing the user role

C. The ClearPass user role associated to the read-only user is wrong

D. The read-only enforcement profile is mapped to the root role

E. On the Controller, the TACACS authentication server Is not configured for Session authorization
Answer: B,E

NO.6 What is the Secure SSID {otherwise referred to as Single SSID) OnBoard deployment service
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workflow?

A. OnBoard Provisioning RADIUS service, OnBoard Authorization Application service, OnBoard Pre-
Auth Application service, OnBoard Provisioning RADIUS service

B. OnBoard Provisioning RADIUS service, OnBoard Authorization RADIUS service. OnBoard Pre-Auth
Application service, OnBoard Provisioning RADIUS service

C. OnBoard Provisioning RADIUS service, OnBoard Pre-Auth RADIUS service, OnBoard Authorization
Application service. OnBoard Provisioning RADIUS service

D. OnBoard Provisioning RADIUS service, OnBoard Pre-Auth Application service. OnBoard
Authorization Application service, OnBoard Provisioning RADIUS service

Answer: B
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