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QUESTION NO: 1

Z|Atoll M AWS Organizations& A& 304 042{ AWS HHE BrE[EfLIct 3|Ate CHE Q|

QIZ gt CIOIE{E ME[ZFLCt. o] 2[AHE OtO|Z 2 MH|A MHEIA M2 YA Ar8ELICH

3|AtE 2 E O|0|E{& Amazon S3 EE = Amazon DynamoDBOi| K& &LICH S[AHE AWS

Fargate2| Amazon Elastic Kubernetes Service(Amazon EKS)0I| M E|AF7} S AEISHE

ZAE|olLd 7|8t MH|A EE= AWS Lambda &4+ & AF&3504 HIO|E{E g{&LiCh

3|AtE OJALS CIO|EE 25 &3 35t5t 1 &[4 T3t O|O|EH HMA XMo{E MEFt= £FM2
T&iafoF FLICt 3|AH= AWS Key Management Service(AWS KMS) 1124 2t

AHA—| AsHL|C}.

Olz{8t @F A& g 5F5t7| /lah glAt= CtZoll F)E atjok & Lt?

A. Amazon S3 2! DynamoDBOH CHaH A BF kms:Decrypt 22 3185t 7| HM2

MadstLICH 7|2 ¢35 3HE|X| oF2 S3 B! 2! DynamoDB E|0|8 Mg HEsteE

MadghLct

B. 7|01l CHEF kms:Decrypt 22 HE = o = :

2?5 Lo et A>BEl= Lambda & =8 HEELICH 7|12 S SHE|X| 22 2[AA0] CHEt

m 0
o
N
i

of2lg HLj= AWS Config FXI2 A4t I Ct.

C. Amazon S3, DynamoDB, Lambda 2! Amazon EKSO| CH3 A2t kms:Decrypt 2
§185te 7| WAME dMELIT 7|2 %Es;aPEle oI 2 s3 HHZ! & DynamoDB Ef|0|& MM E

HE5t= SCPE A gLt

D. Amazon S3, DynamoDB, Lambda Z! Amazon EKSO| CH3HAM 2 kms:Decrypt 242

=
51835tE 7| WM MMELICH 7|2 §S3HE|X| 2 2lAA0 CHEr &2 ELf=E AWS
Config &2 M-dgLICt
Answer: B

QUESTION NO: 2

3|AFOl A Amazon S301 Cl|O|E{ B|o|3 & F
_/I\_I:IHDI- 7|.|o| xl-o —|.o|§ __I.LA-|EI|_||:|. _'?’_O.J' |=|
*OlolEHE & o &= 3tE|o{oF gFL[Ct.

* O/AFS HIolE = %I'_22|'OHO|= gt
*HZI2 H|S710{0F 5t X2 HHZ!0| Al 2 ZIHE 2 Hlo|E= 7|2 E | X||o{oF LIt
O{iH EtAH =0l 27 AHEE SEE L2 (37HE MEHTIMIR.)

A. S3 HHZ!0d| A Amazon S3 2| &5 3t 7|(SSE-S3)E M & &5 3HE ALE5t0{ AES-
256 2 S 3tE EAMSHELICH

Ji)il

ot A&LICH ololE{= BIZ e HEIt
O o}7|HIM F AHY 2 ChEIt Z &L

P

B. S3 20 M IAM KMS # 2|3 7|(SSE-KMS)E AIE8H M & & 53I2 7|E 45352
st

C. PutObject 2 301l IAMiSecureTcanspoct?t Z&E|X| ot2 B HEE z&tets HA!
HEg FItgLc.

D. S|Al QIEEIAOAM Bt HE2E U IR 2 EE 5{&5H= ws: SourcelpZ HZ! LS
F7befuct.

E. PutObject 2 01| s3:x-amz-sairv9r-side-enctyption: "IAM: kms"7} L& £|X| f2 AL
HEE Z8ste HA! HME FIHELICH

F. Amazon MacieZ} Cl|O|E{ Bi[0|3.2| S3 B{Z!of| CHEH B4E AHE S ZLIE2I5tD ZX|E FE
= QUEE ghch.
Answer: B,D,F
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QUESTION NO: 3

3|Atol o Z2[F 0| B2 IAMOIA MySQL CIO|E{HIO|AE ARG oF BFLICEH 3|ALS| E ot
MAof ek IAMO| ME El= 2E Olo|E = |7 SEfoAM & E35tE|o{of BLICH EF 2E
=3 XIE = FIPS 140-2 ol 3 &S &=alok gLct.
OHEZZ|70|M B2 3ol Eot @F A2 5F5t1 29 2HIE=E
ZIQgtLict

OlHet LT ME 2 SF5ts £F M2 FAUYLI?

A. Amazon RDSO{| A C|O|E{H|O|AE S AEIEIL|C} 25 310l Amazon Elastic Block
Store(Amazon EBS)E A& gfLICt 7| Z2|lE ?I5H IAM CloudHSMO{| A X|¢5t= 1AM
KMS(IAM Key Management Service) At& Xt X|H 7| AE0{E AFSELICH

B. Amazon RDSO{| A O|O|E{H|O|AE S AEISIL|C} 2% 5}0{l Amazon Elastic Block
Store(Amazon EBS)E AtEFLICE 7| #E|E {Idll IAM KMS(IAM Key Management
Service)oll A IAM Z2/3 CMKE AF & LIC}.

D. Amazon EC2 QIAEAO|M C|O|E{HIO|AE S ARELICEH & % 310] Amazon Elastic
Block Store(Amazon EBS)E At& & LICt 7| Z2[& <8l IAM KMS(IAM Key Management
Service)lAM 124 22| CMKE AFS & LTt

E. Amazon EC2 QIAEIA MM C|O|E{H[O|AE SARIELICH &E35 3 7| ZHE|of
TDE(RH$t Olole &3 3hHE AFSELC.

Answer: B
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QUESTION NO: 4

E ot AX[L|0{= Amazon S3 HHZ! HAZ 44504 User=1, User22t= IAM AFEXE 7|75 0|
CHB &|4& B 97| HMA HEtE FoisoF gLt I AFSX}3. O[248t IAM AFE R HH2
AuthorizedPeople IAM & 2| T+ HULICEH 2ot IX|L|o{= CFHS S3 HHZ! HAo| Zxot2
Sy i

ot AX[L|o47} HHEZ S3 Ao F7+5t241 51 "Missing required field Principal." 25
HAIX|7} LFEFS LICEH 2o AIX|L]|o{7} 20| Principal A E F7HstD U&LICH FIte
User1O HIBH @17| HAM|A FHEHS KS3H ok B LICH AFS X2 I AFE A3, o{iH &FM0]
Olg48t @7 A& S SFELIM?
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I!r.:..ll.I ..I.I. | Il: I
|
"arnrawsriam:* 12345678490 uzerfllserl™
L1}

arntraws+*iam: 123456790 nurarflaapr2"

ak

n:aws:lam: 12345678590 user g 3"

"Principai™: [
TARS"

arn:awsiiam: 1234567890 roor™

i
C.
"Principar”™: |
TAMS" :
]
|
D.
"Principal®™:
TAWS": "arntawzsiiam: 1234567890 group/AuthorizedPeople™
|
Answer: A

QUESTION NO: 5
IAM KMS(IAM Key Management Service) 7| HME HEStEH 2 oF X[L|0{7} Z|At IAM

7|
Aol 2t 7| B0l 0 MBS LFA LI
{

"51d™: "Enable IAM User Permissions™,
"Effect™: "Allow"™,
"Principal™: {

"AWS™: "arn:aws:iam::111122223333:rocot"™
}r
"Action™: "kms:=*",
"Resource™: "x"

}

rE¥=
—_= -
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A. ZE IAM HHe| RE Hot FH|7) 7|2 AHSELICEH

B. 71 1111222233332| R E A X2 7|1 AFEELICH

C. A8 1111222233332| 2 E E 9 =X|= Amazon S30|AEt F7|E AL EFLICE

D. 7|2 A& £ AT F 0] 7|0i CHEF HM|A HEHS Ho4dtE IAM HAHO| MEE AY
1111222233332| £t =Bt {2 ElL|Ct.

Answer: D

QUESTION NO: 6

o Z 2|7 0|2 ALS Ko A| §1°|0P04 HHH 4l ol R E S 2215t Amazon S3 H{Z!of|

MEE OlE|MEE Hot= = A= 7I5E MBELICH AEXR7F AME 22520 6 H

O Z2|7i[0|M2 ZA|of| HMAE = QJE Tet2 & elstn AHE A7t example comzt 22

AR X|E =2 OIEOHA-I AHHE CH2EZEY = JUTF s1&4H ok gfLiCh

=k AX|L|o{7t o] 7|5 26ts 7HE ot Tist W2

A. HZ! ACLE AF83toq 7Hx1|01| CHEt 97| T1E HMAE FETLICH MHE Azt B0t =

Mz HetE MHELICH

B. At Ktof|H| S3 HHZ!ol| CHEE 917 | HAM|A 4B

C.S3 02| MEE URL M+ ofZ |70l 2 Sl
M3 ELch

D. Amazon CloudFront & URLZ g L|Ct. ofZE(71|0|ME S5 AFSAFoI|A|

CloudFront M& URLZ A3 &LCt,

Answer: D

Explanation:

For this scenario you would need to set up static website hosting because a custom domain

name is listed as a requirement. "Amazon S3 website endpoints do not support HTTPS or

access points. If you want to use HTTPS, you can use Amazon CloudFront to serve a static

website hosted on Amazon S3." This is not secure.

https://docs.aws.amazon.com/AmazonS3/latest/userguide/website-hosting-custom-domain-

walkthrough.html CloudFront signed URLs allow much more fine-grained control as well as

HTTPS access with custom domain names:

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-

signed-urls.html
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QUESTION NO: 7

3|AFE Amazon API GatewayE AFE 35104 REST APIE AFE X0l Al MEBELICH API 7HE =
2O oS FE EME T 90| APl HAM|A THEHES EA45t2{n g LcH

Z| Ao LR O|HE LT AEE 555t BH ZE2 FAUULIMN? 2HE
MEHSIN| 2. )

A. 2R3 API EHA o CHEF HMA 2HE FEELICH

B. API Gateway O|HIE 0fl Ci$t AWS CloudTrail £ CHA S FAELICEH userldentity,
userAgent 2! sourcelPAddress = =0 CHEF ZE{E FHELIC

C. APl H|O|E9)|o| 2101 CHEF Amazon S3 CH& 2 FAFLICH. Amazon Athena #2|&
Asto] APl HMA HEE EA4efLICH

D. Amazon CloudWatch Logs InsightsE At&3+04 API HMA HEE 2AIgHLICEH

E. 223t API EtAH[O| M REA[EF CloudWatch X|E &5t SMES MEHELICY.
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Answer: C,D

QUESTION NO: 8
LGSt T2t EOME ddatoF gLt £k AIX[L|ols &2lE %[4] H4HI0|ETt
MEBE|X| ot AARIO|30Y Ol 2 S5HA| A =5 dfof BfLICH olz{et SR E Fdste
e 2l Y2 FAUAULIMN?
A. Amazon inspectorg At&35t0{ =& IHX|7} MBE|X| A2 A|ARE
M QIAEAE %[ AMI TS 2 AHHHZ & L|Ct

B. HOIE R K| HE| 7|zt S QAHA x| FH F48 21351 HHO|ES AIYSHES
Amazon EC2 Systems ManagerE FM&fL|C}

1ok

of

Folst 30

ol

C. IAM CloudTrail E1E& ZAF5t04 x|t 30 S0 QIAE AT CHA A|ZHE|X| St =XK|
20l5l 1 ST QIAEIAZE xHH{Z 3HL|C}.

D. Z|¢l &2l W X|= AMLE UO|O|EstD HolEl RX| &El 7|zt ¢ & CIARAE
FHHHZ & L|Ct.

Answer: B

QUESTION NO: 9

Zzto|8! MEHI0| Q1= Amazon VPC2H NAT QIAEIA M7t Qe HEE! HELI0|
AELICH GITE S5l OHEZIFH0|ME BHESHE S30|M R E AER AJZEE CIREL
5101 AIEFA| AAR F5HE EC2 QIAEA IS dEf&LIct

O dE & 7ME g2 &2 B2 MBste W2 FULULIM?

ot F0o{Zl S0l HE S MEISHAAIR.

MEH SHF ML

A. HEZ MELO|EC2 QIAEA EIP 915, IGWE S8l LI7ts EBj= eteE

B. HE 2| 20| EC2 QIAEA, 8 € EIP, NATE S5 Li7He E2iT 22 E
C. Zztols! MEUIo| EC2 QIAEA & T E EIP, IGWE Sdll LI7I= EeiE 2t E
D. Z2}0|8! MELI0| EC2 QAEIA EIP 818, NATE S3fl Livts EiE 2L
Answer: D

Explanation:

The below diagram shows how the NAT instance works. To make EC2 instances very
secure, they need to be in a private sub such as the database server shown below with no
EIP and all traffic routed via the NAT.
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AWS VPC with public and private subnets pWhizioh:
using NAT instance

r b
Custom Route Table
Destination Target
10.0.0.0/16 Local
0.0.0.0/0 igw-id
Web Servers MAT Instance e - +
10008
Public subnet S gL
fo00ass  WES1LI0AER
Intemetl
Ciarbesaary
r \

Main Route Table

Cratabase Servers
A Destination Target

Private subnet 10.0.0.0/16 Loval
1000,1.0/74 Gk . i
Availability Zone A ! 0.0.0.0/0 _nat-instanl:c-id_#

VPC
10.0.0.0/15

Region

Options A and B are invalid because the instances need to be in the private subnet Option C
is invalid because since the instance needs to be in the private subnet, you should not attach
an EIP to the instance For more information on NAT instance, please refer to the below Link:
http://docs.IAM.amazon.com/AmazonVPC/latest/UserGuideA/PC

Instance.html!

The correct answer is: EC2 instances in our private subnet no EIPs, route outgoing traffic via
the NAT Submit your Feedback/Queries to our Experts

QUESTION NO: 10
IAM KMS MHIAE A& stod HolEl 7| METH JI&UTH B 7He| 7| ALE S SXlst A x|
B8} Ofl Hl 201N 7|8 AB3I T IR SHAIBHR| s LICH CHE B F7H ABOIM 7
AME22 =X|5ts oHHEF S M2 Fadel

M S FM2:

A. O E MA[st7| ™ol 7el CH7| 7[Zto| Ie2 2 7|§ AXME LCH

B. 7| H|& A1}

C. 7|0 HE H¥

D. 7|oi| CHEt 7| Rt 2 w473
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Answer: B

Explanation:

Option A is invalid because once you schedule the deletion and waiting period ends, you
cannot come back from the deletion process.

Option C and D are invalid because these will not check to see if the keys are being used or
not The IAM Documentation mentions the following Deleting a customer master key (CMK) in
IAM Key Management Service (IAM KMS) is destructive and potentially dangerous. It deletes
the key material and all metadata associated with the CMK, and is irreversible. After a CMK
is deleted you can no longer decrypt the data that was encrypted under that CMK, which
means that data becomes unrecoverable. You should delete a CMK only when you are sure
that you don't need to use it anymore. If you are not sure, consider disabling the CMK instead
of deleting it. You can re-enable a disabled CMK if you need to use it again later, but you
cannot recover a deleted CMK.

For more information on deleting keys from KMS, please visit the below URL.:
https://docs.IAM.amazon.com/kms/latest/developereuide/deleting-keys.html The correct
answer is: Disable the keys Submit your Feedback/Queries to our Experts

QUESTION NO: 11

3lAbE B AWS 2[H0M I 2EE A1 AWS OrganizationsE AHS & LICH HoF
AX|L[od= AHERIZECHE EITM EIAAE AESHK| ZEHEE UX[ete SFME
TA5HoF B LICH.

Z| 430 28 QHIER O|2et 2F MEE2 SFSe £FM2 FAUULIN?

A. X|HEl X|40i| P 24 S 5{8 5= aws RequestedRegion Z710| /= IAM HH S
MgLIcH Eg BE ASRol|A dZg Lt

B. XIHEl X|dof gi= & E HE 5= aws RequestedRegion Z2710| = | AM HHE
MMBFLICEH A S AWS Organizations 2| AWS 7|0l 4Z48tL|Ct.

C. H5lE =2 518 3l= aws RequestedRegion Z2710| /= IAM HRg MAghL|CT
X HE x|dol U= AFS K| A HAg oA gLt

D. X|HE X0 e 2 E HE 5= aws RequestedRegion £710| /= SCPE
MMEFLICE AWS Organizations2| AWS #H|Z0il SCPE 1ZAgLICt.

Answer: D

Explanation:

Although you can use a IAM policy to prevent users launching resources in other regions.
The best practice is to use SCP when using AWS organizations.
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_ex
amples_general.html#example-scp-deny-region

QUESTION NO: 12
& IR 7t RF&12] HEH M IAM CloudTrailO| HIE M3 E[ACt D Engi&L|ct 2ot
AXIL|o{7t HHE ZAE 2ot TN Bt R MM O[HEE & R
gr7Agi&LICh 2ot AX|L|o{= CloudTrail —TLHOI CHEH &% HE ME S HXIstn ¢
A+°*0I 2StH SRS HiLlle £FME FHslof Lct.

Hot AX|L|o{= Ol2HE @F AIE 2 EF57| fla FUS sHiok &L
A, IAM 2lAA HMA ZHE|RHIAM RAM)E AR 6104 IAM CloudTrail 432 ZLIE{&IgfLCH
Amazon SNSE Al235t0{ &2l ElL|Ct.
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B. Amazon GuardDuty 2 & 2 L|E{25t= Amazon CloudWatch Events T+ &l2

Mg LICt Amazon SNSE AF835104 O|HIY &2 EHLCt

C. |IAM X| 0| o|pA DR ESO0| AXEH ZDE EUESF IAM AE dHof| M 2o A=K
M5 HE2E ool EF LY.

D. Amazon Inspector& At&35to{ Eot ZXME RIS 2 Z X[&LICt. Amazon SNS&E
AtE35to S &IE E-Lct

Answer: B

QUESTION NO: 13

= REIZ|E| Z|AH= 0424 Amazon EC2 RIAHAE AtE3t0o] &g ZLIERS
2,0007H2] loT(AFE QIE{4!) EI= Clto|A0f CHEF |o|EE BalELct. o248t
21zt 1Rt HMA Rt ZHo| AU&LICH

29 °._F7F_* HHoME §H A S0 e AMAE
A8 53 MEAE 2ElsteE 7M1 HIE 28X Y
A. IAM Systems ManagerE At&35t0{ 2ot 22X D72 Xt SHE MY ELICH 1AM
KMS 7| At&3tod & &hLict.

B. IAM 7| 2| A|[AEIZ AL85t0 AHE BHE 25 3tste Ol ASElE OtAH F|E
MEELICH ¢35 5tE X4 5HE Amazon RDS QIAE A K& EL|C

C. IAM Secrets ManagerE Ar&3t04 A4 3HS XMEELICEH

D. Mt & ¢S5 E AL& 304 Amazon S32| JSON It oi| Xt74 5HE K& FLICH
Answer: A

Explanation:
https://docs.|IAM.amazon.com/systems-manager/latest/userguide/parameter-store-advanced-
parameters.htmi

0>| rr

mO

QUESTION NO: 14

FIATE IAMOIM BFE EC2 QIAEIA MM S ARILICH EC2 PIATIAE T2lste o2t
oF =lo| U&LICH EAAQl Zot Fali7h wdlst= St 7|2 EC2 QIAHAE ME5HA

xMoHOF °*L—IEP CtE & fIEHE QIARAE TALSHY| flol HIAE #EE Al&55HA

Z2H|MEstE ol =20 £l= MHlaE FURULITH?

MEf S FM 2

A. 1AM 2Lt EQIR|

B. IAM EZIREZH0|M

C.IAM 22t E Efld

D. IAM 74

Answer: B

Explanation:

The IAM Security best practises mentions the following

Unique to IAM, security practitioners can use CloudFormation to quickly create a new, trusted

environment in which to conduct deeper investigation. The CloudFormation template can pre-

configure instances in an isolated environment that contains all the necessary tools forensic

teams need to determine the cause of the incident This cuts down on the time it takes to

gather necessary tools, isolates systems under examination, and ensures that the team is

operating in a clean room.

OII
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Option A is incorrect since this is a logging service and cannot be used to provision a test
environment Option C is incorrect since this is an API logging service and cannot be used to
provision a test environment Option D is incorrect since this is a configuration service and
cannot be used to provision a test environment For more information on IAM Security best
practises, please refer to below URL:
https://d1.IAMstatic.com/whitepapers/architecture/IAM-Security-Pillar.pd1 The correct answer
is: IAM Cloudformation Submit your Feedback/Queries to our Experts

QUESTION NO: 15

El0| S8 Z2 IO API HO|EH0] MHIAE 4 %.gam A&LICE API HO|ESf0oi| CHE
FE9| °| | Het Fo{of AL E = U= ALEX Mol REE Fedsliof gfLict 0|Z0|
oA E“‘* 2 = JA&Ln?

ME S FAM

A. HEH 2040l 27 Oi7f H= AFS

B. Lambda 2!& At AtS

C. HIo|ES|o| HEt £ 07| ALS

D. API HO|E9||0|0f|A{ CORS AtE

Answer: B

Explanation:

The IAM Documentation mentions the following

An Amazon AP| Gateway Lambda authorizer (formerly known as a custom authorize?) is a
Lambda function that you provide to control access to your APl methods. A Lambda
authorizer uses bearer token authentication strategies, such as OAuth or SAML. It can also
use information described by headers, paths, query strings, stage variables, or context
variables request parameters.

Options A,C and D are invalid because these cannot be used if you need a custom
authentication/authorization for calls made to the API gateway For more information on using
the API gateway Lambda authorizer please visit the URL:
https://docs.|IAM.amazon.com/apisateway/latest/developerguide/apieateway-use-lambda-
authorizer.htmll The correct answer is: Use a Lambda authorizer Submit your
Feedback/Queries to our Experts

QUESTION NO: 16

8t 3|AFAM M 22 Amazon RDS Cl|O|E{H|O|A OHEE|F|o|ME
S &535 U 0JALE ¢35 3HE 23 ROS CIO[E{HIO|A Rt &
3AtE A1 BYHE H7I1Mo 2 Ats wAISHok & LCt

o{H £FM0| o|z8t @F AHEE SF LI

A. IAM Systems Manager Parameter StoreE At &35104 O|O|E{H|O|A R4 BHE
MEELICH AtE 3Ho| xS ™S T gLICh.

B. IAM Secrets ManagerE Ar&35+04 Cl|O|E{H|O|A Xt FBE MEELICH X35 ZEHQ|
As* 3™ 7o

C.S3 2|3 24535 7|(SSE-S3)2 AFR 3t Mt = 2552 T Amazon S3 H{Zof

Gl O|E{HIO| A At4 ZHE XMEEILICH IAM CIO[E{HIO|A Q1B S 2 Xt74 ZHE WAl ghLct.
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Answer: A

QUESTION NO: 17

Amazon SQSO|AM HIA|X|E AA45H= Amazon EC2 1A
TEEIRELICH

Z| 20 IAMO| A |0 QIAEIATI I Ol HIAIXK|E AM & ¢
Z| A MEHE RXIGHHEHM 2XME sHZA5H7| I FIsHoF & =X| (2 7
A. MFA C|HIO|AE 785t QIARAT} AL SHE A& .
B. SQS AH{ HAO| QUAEHAT} AL 5= A& ol CHEt BMAE BA| Mo =2 HESHK]
ot=X| &lstAAI2.

L QUABIAT AL SHE e of AZEE HAMA 7|74 & H35HE|0o] UEK| EOQISHMAIL.
. AmazonSQSFullAccess #2| & HAMZ QIAEHATL AFESt= Agol dZELICEH

. QUAE A HAZAE &0l Fof CHE HMAE FHE5HE HAo| LEE|o UEX]
ISt A A2,

Answer: B,E
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QUESTION NO: 18

3|ALO| Of Z 2[7{0| M2 Amazon EC20{| M AR E|T Amazon S3 BHHZ!0f| GIO|E{E K& & LILCE.
S|At= CIO|E{7} 2|8 ARt A @ xoz = E 715 E MBtsly| {8 7t 2ot
KNOo{E HELICL Ol LF AE 2 555t Y T2 FUULI? (37HE MEHFHMIR.)
A. Amazon S3 # 2| & 53} 7|(SSE-S3)Z2 M & ¢ 5312 AF23104 Amazon S32]
CIOIEIE & & 35HELCt.

B. IAM KMS 2|5 2t 535} 7|(SSE-KMS)E At = 253512 AF25104 Amazon S32)
ClOIE{E & 35F8Lct.

C. M Amazon S3VPC AEZQIEE HMH5IT M A=EEZQEE AZStEF VPCo| 2t E
ElO|22 =g Lt

D. Amazon S3 374 HAMA RIEH 7|S2 AFSFFLICEH

E. OHZ 2|7 0| M QUAEA|MEF HHAE BT HZ! HHE T JELICt

F. NACLE Al&35104 Amazon S30i CHEF E2H=!

Answer: B,C,E

QUESTION NO: 19

Hot AX|L|0o{= Amazon S3 HZ! oA HZIOIM & 3H7F #-SHEIIRIBE BHZof| CHEt
CHAM|A TEHO| U= AR 7L U2 HAME =9 o 7474

IAM AFE X7 S E Z2CH0BF HMHAE = QUEF HMAE HMFtstedT oot

Hot AX|L|o{= Ol HM357| !la T2 sHok &L
A. IAM Z 2|3 CMK IAM/s32t &7H S & &5 35tE AFEFLICH

]
--—
V)

MAFHLICH

"SIAM:AFR X} O tH4

C. Zt AF8 R0l CHal n 2 218 CMKE MEELICt s 7| S| 2 AF8ALE 7|
AMNEXRIZ2 FI}4ELICH.

D. "ElAA"0 CHEt S3 HMA FHEHE R oI5t & ST IAM HAZ HEE LTt
"arn:IAM:s3:::examplebucket/${IAM: At X} O|&}/*"
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Answer: B

QUESTION NO: 20

ME 7| B M& Classic Load Balancer AF& € &S EHSHD Application Load Balancer2
HMetsto H|8 2 MAMELICH dEt & 78 X[l 22 AEXt= 0|4 & AHO|Eof
HAde = gLt

O| &&o| #el2 FoIULINt?

A. Application Load Balancer= O|F & HEl*ME X|&SHX| &t &LICt

B. Perfect Forward Secrecy &40| 2HtE2H| T GE|X| et &LICt.

C. 57+ @15 ME Application Load Balancer LH0i| A x|ElL|C}.

D. Application Load Balancer?| &t 33} MEF0| &2 AtEtstD U&LICH
Answer: D

Explanation:
https://docs.IAM.amazon.com/elasticloadbalancing/latest/application/create-https-
listener.html

QUESTION NO: 21
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Answer: B,C,E
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A, i
"WearslonT: T2012=-10-177,
"Statemant™: [
l
PEffect™: "Allow',
"Action™: "secret=smanager:*™,
"Principal": {("AWS"™: "4444555566656"),
"Resource™: "™
¥
1
}
B. {
"Version™: “2012-10-17%,
"Statement™: [
{
"Effect™:r "Allow",
"Aotion™! "secretsmanager:*™,
"Principal™: {TAWST: T111122223333"},
"Rasource™: "TaW
]
]
|
& {
"Yerasion™: "2012-10-17",
"ItatementT: [
{
"Effect™: TAllow'™,
ThAotion™: TsecretamanageriGetSecretValue™,
"Principal™: {(MAWSY™: T1111222233337}),;
T"Resourceat™: ™R
}
]
}
D. {
"Wersiopn™: "2012-10-17";
"SratemantT: [
|
"Effect™: "Allow™,
"Action": "secretsmanager:GetSecretValue',
"Principal™: [("AWS": "444455556066"),
"Remolurce™y TFY
i_
1
A.SMA
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B.=2MB
c.2MC
D.ZMD
Answer: A

QUESTION NO: 23

ZrAF 21 3|AF2| Amazon EC2 QIAEIA Hot I F0| £A|8t =41 SSH EEiZE 5183504

BAF HAZS 2utE WO 2 &l i&LICt 2ot dIX|L|o{E= olzfEt flet2 #aElRtoiA|

gz Hol Azt ZLEZ Y B0 £FMHS F6HoF gLict.

M R2E EE2H0| =2 0lHE 2F ME S 5F5te £FM2 FUYULIN?

A. O AR T[T Network Reachability IH7|X| & AtESt=
£ DHELICH "ot Aol AlZE M IAM Lambda & & 5t= Amazon CloudWatch

2lg MAMELICH 22 5|H Wyt A E O ME HME T BIHSI TS Lambda B+ E

Mefuct Fxlgt =41 SSH Eel|Hof ciet f8to| U= B Amazon Simple Notification

Service(Amazon SNS) &2 HA|St =5 Lambda &+ F&LICH

B. 7HE E+dtX| e Eot & 74 A0l olsf Z &&= AMEHEl ssh IAM 74 2|

722 AZELICH IAM 7+ =8 7|52 A& 3104 Amazon Simple Notification

Service(Amazon SNS) FX|0i| HIA|X|E HAIEFLICH.

C. VPCoi CHEt VPC & EOE F+MFLICH Amazon CloudWatch Logs 2§ 2 XI™& & LICH.

MEIOESS FE 245110, ZE 220AM 3™l ¢4Z242 ZX|5t11, Amazon Simple

Notification Service(Amazon SNS)E &35 & &2 7 AlSt= IAM Lambda & <01 CloudWatch

Logs A& #*S&LICtH

D. O Az EoF B Abe| TZ|X|E§ AtEot= HFS Amazon Inspector B7F A~ S

MggrLict Wt Aol A= [ IAM Lambda & =& % Z5t= Amazon CloudWatch

TES dEELc tEEH Wy A E0ME ZAMEtD WIS S Lambda T8

THELICH A =4 SSH ESfZlof ChEr I8H0] = F < Amazon Simple Notification

Service(Amazon SNS) ¥ 212 HAISt =S Lambda &+ FAELICH

Answer: A

ol
T

F= Amazon Inspector 7}
=

o M -
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[e][]

QUESTION NO: 24

&+ &|AL7} Auto Scaling 1 & 2| Amazon EC2 QIAE A0 OfZE|F|0|ME AEEt T
A&LICt ofE2|7o|Mo| 2O & EZHO| XMEELICH 2ok AX|L|o{7t H4A O[HE =
27} 24EIRSS YWERsLICH 2o AX|Lo{= 21 HIo|E el L4t

HYste £FMHS HESHoF FLICH 2E 2O ZAI SMoZE 2|4 1H S0 Eatsl{of
grLCt 2ok AX|L|o{z= FULE HESHoF &LIM?

A. Auto Scaling =8 F 7| LHo|| M EC2 QUAE AT} 4 E motCt Amazon Elastic Block
Store (Amazon EBS) 211 = &2 MM5tT ¢dZst= FIE FIIELICH QUAEHATL
SEEMHED HEE 9IS EBS 282 CHE QAEAO CHA| AAE += U&LICt

B. Amazon Elastic File System (Amazon EFS) I} Y A|AEIS M35t Auto Scaling AlZ

R EZZI0| ALE A} OI|O|E MMof| HES F7t5t0 EC2 QIAEA MM Fof| EFS It A|ARIZ
SAELICH 208 3t H SASIES QAHANM ZEMAE FEELICH QIARA
Amazon Elastic Block Store (Amazon EBS) £ &0i| A EFS It A|ARIO| C[AE{Z|2 5tF.
C. Auto Scaling Z &AM AL E|&= AMIO| Amazon CloudWatch M|O|MEE Z=3tL|C}.
HAEE 2l Amazon CloudWatch Logs0ll 218 ELHEZ = CloudWatch 0|0|HEE
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St |C
D. Auto Scaling =EF7| LM = A Ef MBtA| =BT £3 8 F7+5t Amazon
Simple Notification Service (Amazon SNS)O| = F7| g 2l2 A& 5t0o{ A X|L|o{7 Elof|

2IL|CH CIARA BR ™| Et 208 8522 AE & &= UL F{ T3 E Terminating :
Wait & B2 1 AlZt S |RX[SIEE FHFLICH
Answer: B

QUESTION NO: 25
3|ALS| IAM HX

M2 2F 300l IAM AR A2 FAEILICEH O|A| 100 2] IAM AR KE7} S301|
CHEF 2 A5 HEHE 7HK
_|

RI242 M| A HZ0| LR tHe O|F 7k B LICH AIAE #EIRHZ A
&H

ME MY ERJIHES 0| EUMoE FHsie W2

THE AFS R =FE0f
2040||7k?
MEd SFEAM 2
A. M g2 dMst 2t ASXHE IAM S gof =7t
B. 1AM 188 S Al23T odstol MEt AFRKIE C2 J=20 £7stn J20 MM

x4
o

C. A2 MAET JSON ATZIEE AR 5H0d o2 ALS ol &2

D. Zt AL XIQ| IAM 7H1H IDE Z & 3sHE FHIE AMA HEto| Qe S3 HZ Mg
AH A

o

Answer: B

Explanation:

Option A is incorrect since you don't add a user to the IAM Role

Option C is incorrect since you don't assign multiple users to a policy Option D is incorrect
since this is not an ideal approach An IAM group is used to collectively manage users who
need the same set of permissions. By having groups, it becomes easier to manage
permissions. So if you change the permissions on the group scale, it will affect all the users in
that group For more information on IAM Groups, just browse to the below URL:
https://docs.IAM.amazon.com/IAM/latest/UserGuide/id_eroups.html

The correct answer is: Use the IAM groups and add users, based upon their role, to different
groups and apply the policy to group Submit your Feedback/Queries to our Experts

QUESTION NO: 26

3|Ato|= 2 HIZ LA EH|of CHEt M8 H™HE Z£ 8 6t= AWS Organizations2| Z %/ 0|
U&LICH SAlE Z[4 2] Aol B Amazon S3 I:I-I;'Oil UE HHEHM ZE AWS

CloudTrail 218 &5t A&LICH ZAIS] IT HHEAA El2 %A Q| H|&of| HMAE 5=
Ql&LICH Eot AX|L|o{E ZF AFAE 7t ARl CloudTrail 220 HMHAE = UL F S50k
ghlct.

HotAX|L|o{= ZhZto| CHE AI™Hol CHeh 2[4 AI™HoIM IAM He S MMELIC
oistof CHalf 2ot AX|L|o{e ZF 29| MF A7 Q= S3 HZ! 9| ZHA||of CHE 217
Het2 &2l IAM MRS MAMshLCt

SHE HHO| IAM AFEAI7F EOE 212 £+ UTE Z AU H oM 2ot 2lX|L|o{7}
+&sHoF st Zxle UYL

A. IAM AR RLO{|AH| HAE 445104 AL XEI} Z
{2 erLCH HAo| M 238 ol ARNE X|IHEFLICH
B. |4 2| A™oi HetE Fo{5t= SCPE MMHEFL|Ct
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C. AR AHe| FE HHE ALS5t0q4 %[&f 9| A ™M dEE JgE T&Lct HRoi A
gt o| ARNZ K| gfLCt.

D. (& ¢ AH| IAM & xtH ZHE AFUF H ™| IAM AL REo| A TIEEfLICH
Answer: A

Explanation:

To allow an IAM user in one AWS account to access resources in another AWS account
using IAM roles, the following steps are required:

Create a role in the AWS account that contains the resources (the trusting account) and
specify the AWS account that contains the IAM user (the trusted account) as a trusted entity
in the role's trust policy. This allows users from the trusted account to assume the role and
access resources in the trusting account.

Attach a policy to the IAM user in the trusted account that allows the user to assume the role
in the trusting account. The policy must specify the ARN of the role that was created in the
trusting account.

The IAM user can then switch roles or use temporary credentials to access the resources in
the trusting account.

Verified Reference:

https://repost.aws/knowledge-center/cross-account-access-iam
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access
.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html

QUESTION NO: 27

S|Ate| EoF Mo 2l 2 VPCOHM VPC & 2O E EMstslof & L|CH ot
AX[LolE #E E+E QI8 VPC E|aAE é.wow ZZMNAE XHSEstedAT &
AX|L|o{E o Z=gfe|l ZXIE FsHok & LITH? (F 7HX|E MEYStMIR.)

A. X|EE vPCol chel & 27t € E3St U E=X] 1R E ZAHSH= IAM Lambda &
Aogct

B. E|AF IAM HE el ZF VvPCOH CHEH IAM 7+ 4 =S Mgt

C. 2lAA R&0| IAM:: Lambda:: Function®! IAM Config 228 728 MAgL|Ct.
D. IAM Configoil M LHEH O|HIEE E 2|7{5t= Amazon CloudWatch O|HIE %]
gt

E. IAM Config AHE Xt X|H &2 ddstD 0|E B7t 23|0| £ & El IAM Lambda & =2t
AZ@gfLict.

Answer: A,E

Explanation:
https://medium.com/mudita-misra/how-to-audit-your-aws-resources-for-security-compliance-
by-using-custom-lAM-config-rules-2e53b09006de
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QUESTION NO: 28
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GOl A x| 7F AEELICH HAoM Cl|O|E] AFX| fI&E X|gtstr| flsh FE + Ue =&
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B. HZ! 2| ZA|of CHsH R F ClIOIE AFS

C. HHZ! HAHo{ M MFA AHA| M35t

D. B{Z!0| Z4Hofl CHaH H& S Q! ol o|E{E B AdsteLict

Answer: A,C

Explanation:

One of the IAM Security blogs mentions the followinj

You can add another layer of protection by enabling MFA Delete on a versioned bucket.
Once you do so, you must provide your IAM accounts access keys and a valid code from the
account's MFA device in order to permanently delete an object version or suspend or
reactivate versioning on the bucket.

Option B is invalid because enabling encryption does not guarantee risk of data deletion.
Option D is invalid because this option does not guarantee risk of data deletion.

For more information on IAM S3 versioning and MFA please refer to the below URL:
https://IAM.amazon.com/blogs/security/securing-access-to-IAM-using-mfa-part-3/ The correct
answers are: Enable versioning on the S3 bucket Enable MFA Delete in the bucket policy
Submit your Feedback/Queries to our Experts

QUESTION NO: 29

st S|ALOl| =88 7Hol IAM 7|1t o|24Et E': HZoi CHEl IAM CloudTrail€ =%&st= o
MEE|lE 5Y EE A Amazon S3 HHZ!0| U&ELICH E ot AX|L|o= FX0| Z|AtS] IAM
HAHEM XS M E A|HSZEE 3 H9O| CloudTrail 2101 CHSH (A CHZ|EE A
= e £F M2 U1K FLCH

Z|Ato| gl RLHEIER O|E EA5tE{™ o{= A sHofF & L7t

A. CloudTrail £X& ZAAsH7| €81 MapReduce 242 A2 3t= Amazon EMP EB{AEE
AlErLICEH

B. CloudTrail & 2| O|HIE 7|5/7|5& A&3104 CloudTrail £ F 2| LICH.

C. CloudTrail 42 #2|5t= IAM Lambda & +& =& LICH CloudTrail S3 EHZ!0oi| Af
mtlo| Mg E mfotch ASE|T S Lambda &8 FAELICH

D. S3 HHZ!O| A CloudTrail & K*Ol 7|8 El&= Amazon Athena E|O|E & MM ELICt AthenaZ

A&35tod =Moo CHalf #2lE A~>dgrLICt
Answer: D

02t
ot

QUESTION NO: 30

TIAtE OB ME S ?lsll S3 HAE AEFLICH ZE MH[&0 2ZE EE&tslfof BtCh=
Z|At HAo| A& LICH IAM H - M HHEl S3 HZof CHell 2Z 0] &4 EH3tEE S

St24T o{=AH| sHof & LI7t?

MEH SHF ML

A. IAM Inspectorg& At&304 2 & S3 HZAE HAlstD &85t E|X| et2 Aol Ciet 242
Mgt

B. IAM 7+ &2 AI&35H04 {20 CHEt 22 0| EHSHEIRI =X =2l

C. IAM Cloudwatch HIE 2|2 AtE5t0{ H{Zlol| CHEF 22 0| 2 MHSHEII=X] =0l
D. IAM Cloudwatch 21 AF23510{ H{Zlof| CHet 2Z 0| &35 | = K| &0l
Answer: B

Explanation:
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This is given in the IAM Documentation as an example rule in IAM Config Example rules with
triggers Example rule with configuration change trigger

1. You add the IAM Config managed rule, S3_BUCKET_LOGGING_ENABLED, to your
account to check whether your Amazon S3 buckets have logging enabled.

2. The trigger type for the rule is configuration changes. IAM Config runs the evaluations for
the rule when an Amazon S3 bucket is created, changed, or deleted.

3. When a bucket is updated, the configuration change triggers the rule and IAM Config
evaluates whether the bucket is compliant against the rule.

Option A is invalid because IAM Inspector cannot be used to scan all buckets Option C and D
are invalid because Cloudwatch cannot be used to check for logging enablement for buckets.
For more information on Config Rules please see the below Link:
https://docs.IAM.amazon.com/config/latest/developerguide/evaluate-config-rules.html The
correct answer is: Use IAM Config Rules to check whether logging is enabled for buckets
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